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Executive Summary

Government funding incentives (ARRA HITECH Act) to implement electronic health record systems
(EHR) are driving most physicians towards the selection and implementation of EHR applications
that are appropriate to their practice. However, even though the average practice takes more than
120 days to select their EHR solution, 87% of practices spend no time evaluating the service levels
and uptime associated with these installations, instead leaving this important criterion in the hands
of the software provider. Even when asked, some vendors avoid this growing need and offer no
solution at all, leaving it as a point of exposure for the practice. Neglecting the amount of system
downtime that a practice might experience could cost the average 5-physician practice nearly
$25,000 if the product is down just ten hours during the course of a year. Therefore before
selecting an EHR product, the practice should not only consider price, functionality, usability,
support, and training. It must also determine the practice’s exposure to the potential effect of
system downtime. This will impact the overall practice efficiencies, staff and client satisfaction, and
the ability to provide care.

Why is Controlling Downtime Costs Important

As seen in the AC Group 2010 Healthcare Technology Survey, four of the top five healthcare
applications deemed most important over the next four years relate to mission critical clinical
applications. These applications include Electronic Health Records (EHR), patient portals, Clinical
Information Systems, Clinical Data Repository, and Point-of-care clinical decision support.

Why are clinical applications so important now? A few years ago a group of leading Fortune 500
companies and other large healthcare group purchasers worked with the federal Office of National
Coordinator (ONC) to established three standards that healthcare organizations must meet to get
group members’ business; number one on the list is implementing an EHR system. Since then,
numerous organizations have pressured physicians to start adopting EHR applications. These
organizations estimate that clinical applications can improve the quality of patient health and can
reduce serious prescribing errors by more than 50 percent. They believe that overall better
healthcare monitoring and clinical reasoning can improve patient safety, which in turn equals
improved financial value - not just for employers, but also for providers, consumers, and payers of
care as well.

The downtime issue escalates when a healthcare organization deploys applications that are used
primarily by Physicians. For example, at this year’'s MGMA conference, a panel of physicians agreed
that system speed and availability was critical in their decision to use an ambulatory EHR application.
The panel agreed that, if the system was NOT available a minimum of 99% of the time, then they
would not consider the application reliable enough to use in the future.
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What this panel failed to consider or realize is that 99% uptime translates into an average of more
than 87 hours of solution downtime annually. The cost associated with that amount of downtime is
tens of thousands to hundreds of thousands of dollars, depending on practice size.

Cost of Downtime

To help understand the cost of downtime associated with Electronic Health Record (EHR) systems,
AC Group conducted a study during 2010 designed to shed more light on this important issue. It
was determined that, in the rush to adopt Electronic Health Record (EHR) applications, system
availability requirements associated with the underlying IT systems are often overlooked. This can
result in significant costs — both financial and operational — based on the probable downtime per
year associated with different systems and configurations. As the practice becomes increasingly
reliant on electronic records, the software application should have little-to-no downtime, as any
downtime can adversely affect the care of a patient and increase operating costs.

To effectively implement critical applications, whether EHR or PMS, the clinical community must be
assured that the application will be available and reliable
when they need it. To accomplish this, physicians and
administrators MUST insure that their EHR vendor’s software
and the hardware platform it runs on will operate at a
committed level of uptime acceptable to the practice. 0
Software providers may or may not recommend or provide a administrators MUST
high-availability platform solution (either hardware or insure that their EHR
software) for their applications. But, that does not mean
practices and clinicians should not make this a requirement for . .
the critical applications that they depend on to run their platform with little to no
practices and care for patients. Having said that, physicians ‘downtime’.

should expect that the responsibility to require service levels

and obtain availability SLAs will fall to them.

Physicians and

vendor is providing a

An EHR vendor who cannot provide an availability solution that meets today’s industry definition of
high availability —less than one hour of unplanned downtime per year — can easily cost the practice
more than $488 per hour of downtime for each physician in the practice. For the average server
deployed in most practices to support an EHR application, the expected downtime averages 87
hours per year. Even traditional server cluster options which promise high availability statistically
average over four hours per year, with complex operating requirements which add significant
additional costs in equipment, maintenance and administration. On a per physician basis these
costs, as well as the disruption to operations and patient care, can be staggering.

Healthcare executives’ concept of acceptable downtime, and conversely uptime, for critical
applications has historically lagged virtually all other industries. A review of 37 vendor contracts
indicated that vendors are only providing an uptime guarantee of 96%. What does 96% availability
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mean, and is that sufficient? Is 99.99% uptime even attainable at reasonable cost, and what cost is
reasonable? What amount of downtime are you willing to accept? What does a vendor’s uptime
guarantee really mean to a healthcare organization and patient care? The differences between
uptime levels in terms of financial impact and practice disruption will amaze even the most
experienced healthcare provider and healthcare IT executive, alike.

Value of Uptime

Time is money. A practice committed to an EHR solution will suffer both financial and care-giving
consequences if that system is unavailable to them. How much impact depends on these factors:

e Level of technology in use by a physicians practice: Practice Management (PM) only, PM and
EHR, Clinical Outcomes and Decision Support

e Size of the physician’s practice

e The level of uptime (i.e. ability to use the system) delivered by the total solution

Expected EHR System Downtime Based on Normal Practice Office Hours and Use*

Lt Downtime per Downtime per | Downtime per Uptime Solutions
Availability % P P P p
Year Month Week
96.0% 104 Hours 8.67 Hours 2 Hours Not acceptable
98.0% 52 Hours 4.33 Hours 1 Hour Not acceptable
99.0% 26 Hours 2.17 Hours 30 Minutes Commodity server
99.5% 13 Hours 1.08 Hours 15 Minutes Redundant server
components
99.9% 156 Minutes 13 Minutes 3 Minutes Data replication
and Server Clusters

99.99% 15.6 Minutes 1.3 Minutes 18 seconds High availability software
99.999% 1.56 Minutes 7.8 Seconds 1.8 seconds Fault tolerant servers

*  Assumes 260 work days per year and average of 10 hours of EHR use per work day
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Obviously, the greater a practice’s reliance on technology, the greater the impact when the
application goes down in terms of the average cost of the outage itself. That is, a practice that still
relies on manual data entry and practice management will not suffer the same pain as a full-blown
EHR-based practice because they rely on technology less to conduct their routine business.
(Conversely, the paper-based practice does not realize the many benefits of a smooth-running EHR
solution.) It is not only the time required to manually conduct business during the outage that
contributes to cost. It’s also the time required to bring the automated systems up to date post-
recovery. We refer to this as the multiplier effect - the average cost per employee for a minute of
downtime, plus the cost of time needed to return to normal operation after system recovery.

The 2010 Downtime Study

AC Group conducted time/motion studies of various size practices, in varying stages of EMR
deployments, to determine the average cost per minute of downtime for small, mid-size and large
physician practices. The three-month study was completed on November 1, 2010 and was based on
actual healthcare organization man-hours, salaries, and workload numbers by individual enterprise
department. The study evaluated the amount of time each practice spends (1) collecting, (2)
reporting, (3) organizing, and (4) disseminating information. Note: throughout this paper we use
the overall term “Information” to describe these four functional areas. Some of the detailed findings
included:

e Nursing spends 57.4% of its annual man-hours on automated “information”, (collecting,
reporting, organizing, and disseminating information).

e Non-nursing departments (registration, scheduling, billing, etc) spend 87.4% of their man-hours
on automated “information”.

e The typical EHR-enabled practice spends 71.45% of all man-hours on automated “information”.
This is compared to the average non-EHR enabled practice that only spends 28% of its annual
man-hours on automated “information”, but spends an additional 48% of man-hours on manual
“information”.

Using this information, the AC Group was able to identify and validate that for every minute an EHR
application is down the average physician practice spends 2.15 minutes to perform the required
tasks manually plus the time required to update the computer systems once the system is back up
and operating. Using the average practice’s actual financial, man-hour, and workload statistics, the
AC Group determined that the average cost of downtime was $8.13 per minute per provider, which
equates to a median across all practice sizes and specialties of almost $488 per hour.
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Based on this analysis, the average annual cost of downtime™ expected for a given level of solution
uptime can be determined, as illustrated below:

Downtime Costs per Year Based on Normal Practice Office Hours and Use*

Down Time/Year

5 Providers
Cost per Year

20 Providers
Cost per Year

50 Providers
Cost per Year

104 Hours

(99.999% uptime)

(96.0%) uptime S 234,252.66 $  809,461.42 $  2,038,999.62
(99_2;5?1;?,,16 $ 5856316 | $ 20236536 | $ 500,749.90
(91958)/| :::m) > 585632 $ 2023654 | S 50,974.99
(9?52; T;fie) > 285.63 5 2,023.65 | $ 5,097.50

1.56 minutes 8 5856 s 202,37 : c00.75

Assumes 260 work days per year and average of 10 hours of EHR use per work day

(*$488 is the median across all practice sizes and specialties. Each practice will have a different cost-per-hour
calculation due in large measure to staffing levels required to support the number and specialties of the physicians in
the practice. Cost-per-hour calculations used in the preceding chart reflect average cost for each practice size (5, 20 and

50) and are not identical.)
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Calculating Your Organization’s Downtime Costs

The “Cost per Hour” tool below will help you determine the cost of downtime in your own practice.
Insert the correct values asked for in the Process column and perform the calculation asked for in

the Description column.

need access to the
EHR.

Our study assumed 60 hours per
week, but your practice needs may be
less or more depending on physician
needs

Step Process Description Sample
or ai?izlgltji?r:eat\?:ra o Include all staff, their benefits and the
1 9 9 average salary plus bonuses for each $2,500,000
annual salary plus hvsician
benefit costs. phy
Multiply the value in step 1 (average
salary cost per minute) times 2.15. _
2 Sgllglrjla(;i\}vhniiivee::?)gsf The 2.15 value is the average cost $2’5$0505070521X03615 -
y factor for each minute a computer ' '
system is down.
Divide the total salary and benefit -
3 Calculate the average costs by 2,080 which is the average $5,375,009 divided by
cost per hour . 2,080 = $2,584
number of staff paid hours.
Most practices are open Monday
through Friday from 8 to 5. However,
Determine the number physicians need access to the patient oy
of hours the physicians EHR before and after clinic hours. Monday Fnday_at 10
4 hours per day = 60

hours

Determine how many
5 hours a 1% of downtime
equates too

1% of downtime based on 60 hours
per week (item 4) times by 52 weeks
per year

60*52*1% =31.2
Hours

Determine what 1% of
6 downtime would cost
the organization

Multiply results of item 3 times the
results of item 5

$2,584 * 31.2 hours
per year = $80,620 per
year
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Summary

Based on the findings from this study, compromising on software and/or hardware uptime assurance can be
financially punishing in the long-run, not to mention operationally disruptive with increased susceptibility to
data-entry errors during recovery. This discovery renders even more apparent the extreme importance of
evaluating system uptime specifications when measuring and rating the performance of a vendor’s product.

Again it is important to note here that the overwhelming majority of EHR software vendors will not include
uptime SLAs in their contracts without specifically being required to do so. If required by the healthcare
organization, almost every vendor indicated that the cost of the system would increase from 5% to 20% for
each 1% increase in uptime guarantee over and above the standard 96% uptime level. Considering the uptime
assurance solutions on the market today, there is little justification, if any, to attach such a 5-20% premium for
ensuring such mission-critical applications remain available without exception. The best availability products
will be industry-standard (i.e. Windows, Linux, x86 processors), require no special skills to operate and manage,
will monitor, self manage and automatically remediate system issues, reduce opportunity for human-induced
system failures, and deliver an excellent return on investment when evaluated on Total Cost of Ownership
(TCO) basis.

The healthcare industry must continue to align its IT expenditures with business initiatives by adapting a
comprehensive system for determining IT strategies, expenditures, and staffing requirements based on best
practices. Healthcare organizations must drive enterprise-wide systems that sustain a constant innovation
cycle in the new competitive environment. To accomplish this, they must learn to match their healthcare
organization skills and requirements with their current business environment, or face extinction.

Although software vendors rarely provide uptime commitments, a physician’s practice should require written
documentation that the proposed EHR application meets today’s generally accepted standards for high
availability (i.e. less than one hour of unplanned downtime per year on average) in actual installations, or that
its software is certified to run on high-availability products from other vendors with no performance impact.

The challenge ahead for healthcare organizations is enormous. We
all know that operational and cost barriers exist when selecting a
system; nevertheless, the potential benefits of clinical applications
and EHR, in terms of patient safety and quality of care, operational One hour ofsoftware
efficiency and cost reduction, competitive advantage, and market
share gain are tremendous. We believe that every healthcare
organization is in a great position to help enhance recording,

downtime can cost a
practice almost 5488.00

reporting, and dissemination of clinical data. To accomplish this, per physician. This can
the healthcare organization MUST insure that the vendor can equate to almost
guarantee an adequate system uptime, especially with EHR 43 000

rday fora 10
applications. Those who succeed will receive industry-wide S 3 0 pe yf
recognition and ultimately reward for their organizations. Key to physician practice.

evaluating clinical systems must be the healthcare organization’s

recognition that downtime costs are an important factor for every

healthcare organization. Healthcare organizations must ensure that downtime is minimized through close
system management and by working closely with each technology provider.



White Paper
The Costs and Implications of EHR System Downtime on Physician Practices

Availability Options

Regardless of whether the physicians’ office maintains its own IT staff, or has consultants come onsite to
manage IT operations, or relies entirely on a third-party to oversee its EHR applications offsite sight unseen,
system downtime still levies the same cost on the practice. Any choice made to provide uptime still possesses
levels of complexity in operations and ongoing management, and requires a base level of professional skills to
operate reliably. It is vitally important, as we have demonstrated, that those who make the purchasing
decisions and/or take responsibility for IT system health know the level of uptime they should expect from
offerings provided by their software provider, value-added reseller, or managed service provider.

Following is a description of common platform, software and hardware offerings deployed in conjunction
with EMR applications. Each has its own characteristics and ability to provide uptime assurance.

Robust standalone server: The current generation of x86 servers includes features like redundant fans and
power supplies, hot-plug PCl card, and mirrored memory, offering improved reliability over unadorned
commodity servers. They can be expected to run at 99.0% uptime reliability, with complementary average
downtime of more than 7 hours per month. The issue with standalone servers is not so much reliability of the
individual server, but rather the time it takes to affect repair or replacement, and return EMR applications to
full production.

Cold standby: Keeping a second server on hand to provide back-up is an option, but undesirable for mission-
critical such as EMR applications. Connecting a replacement server to a shared disk array, or moving disks
from the primary server to the back-up generally requires a skilled administrator. It also scarcely improves
protection against downtime, although it could provide some benefit to getting online a bit more quickly
(assuming the back-up server works when called upon).

Data replication: This off-the-shelf software option replicates data files synchronously or asynchronously
from one or more servers to a target server. Should a source server fail, the target server takes over either
automatically or through manual intervention. Depending on the product chosen and overall system
configuration complexity, this option may push uptime reliability to as high as 99.9%, or three-quarters of an
hour of downtime per month.

High availability clusters: Two or more ordinary servers connected by software into a single network are the
basis of an HA cluster. The cluster configuration is difficult to build, operate and manage. Although Microsoft
has made recent improvements to Windows Cluster Service, this approach to availability remains
fundamentally complex. Clustering is re failure-recovery technology. When one node in cluster fails, the
application fails over to a survivor node — not as easy or as quickly as it sounds. Invariably, there will be
failover delay, and data that had not been committed to memory (in-flight data) will be lost. This custom-built
option can achieve 99.9% uptime and, if meticulously designed, configured, administered, and maintained by
skilled staff, may achieve 99.95%. Clusters are frequently cited as offering the highest availability, but that is
only because it is the best uptime major server vendors can offer.

Virtualization software: Many view virtualization software as an availability solution unto itself. It is not. It
does have such attributes, but they come at a cost, both in licensing, additional equipment, stringent
configuration requirements, and management tools, not to mention the complexity of, and skills required to
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use virtualization software in the first place. Availability will be no better than a cluster, but virtualization
does provide other benefits such as reducing the number of physical servers needed to support a greater
number of applications, and all the cost savings associated with reducing server count.

High availability software: Software products have come to market in the past few years that provide better
availability on commodity servers than clusters, are significantly less expensive, as well as simpler to use and
maintain. The software essentially creates a high-availability computing platform upon which to run EMR
applications. The best of these products proactively manages and monitors its own operation, prevents
downtime and data loss from occurring (unlike clusters), supports multiple operating systems, and has
virtualization software built in. Regardless of whether the physician installs the software or the value-added
reseller delivers it as part of a total solution, it is easily accomplished and produces a high-availability
computing platform exceeding 99.99%, i.e. less than five minutes of downtime per month on average.

Continuous availability servers: Designed specifically to prevent downtime and data loss from occurring in
the first place, “fault-tolerant” servers include complete component redundancy and error detection circuitry.
Automatic fault detection and correction is engineered into the design so that most errors are resolved
without the user or the application being impacted at all. You can expect better than 99.999% uptime from
this platform, or just seconds of downtime per month. While the cost may be higher at the outset, the uptime
performance and operational simplicity of fault tolerant server is very cost effective from the perspective of
total cost of ownership (i.e. advantages in software licensing, maintenance, staffing, software patching and
updating, etc.).

This white paper is reprinted by Stratus Technologies Inc., under rights granted by AC Group, Inc.

For organizations and their customers that depend on uptime, Stratus Technologies is the proven provider that helps
protect lives, money and reputations. By integrating around-the-clock monitoring services with resilient technologies,
Stratus delivers "uptime assurance." Long-time customers include hospitals, credit-card and ATM networks,
manufacturing and utilities companies, securities and brokerage firms, 9-1-1 emergency call centers, and similar mission-
critical operations where the potential harm from service failures is very high. For many computer users today, high-value
functions also include e-mail, manufacturing data collection, and customer-facing Internet services — just about any
application that, if unavailable, interrupts the flow of business.

Stratus Avance’ software is the answer for small and medium businesses and organizations requiring the most reliable
and affordable solution for keeping critical applications up and running. Unlike traditional high-availability (HA) clusters,
Avance delivers far superior and more reliable uptime without the cost and complexity of clusters.

Stratus ftServer@ systems are for organizations with mission-critical applications that must always be protected against
downtime and data loss. By integrating around-the-clock monitoring services with resilient, purpose-built technologies,
Stratus delivers "uptime assurance."

thus‘
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More About the Author

Mr. Anderson is one of the nation's premier healthcare IT research futurists. He is one of the
leading national speakers on healthcare and has spoken at > 700 conferences and meetings since
2000. He has spent the last 38+ years focusing on Healthcare — not just technology questions, but
strategic, policy, and organizational considerations.

Mr. Anderson specializes in the evaluation, selection, and ranking of vendors in the PMS/EHR
healthcare marketplace. Twice per year, he publishes a detailed report on vendor PMS/EHR
functional, usability, and company viability. This evaluation decision tool has been used by more
than 25,000 physicians since 2002. Additionally, Mr. Anderson has conducted more than 400
PMS/EHR searches, selections, and contract negotiations for small physician offices to large IPA
since 2003.

Prior to joining AC Group, Inc., Mr. Anderson was the VP of healthcare for META Group, the CIO
with West Tennessee Healthcare, the Corporate CIO for the Sisters of Charity of Nazareth Health
System, the Corporate Internal Consultant with the Sisters of Providence Hospitals, and the
Executive Director for Management Services for Denver Health and Hospitals and Harris County
Hospital District. Mr. Anderson received his BS in Business and is a Fellow with HIMSS.

For more information, contact Mark R. Anderson at mark.anderson@acgroup.org .
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